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Abstract — Let K be a general finite commutative ring. We refer to a family
gn, n =1,2,... of bijective polynomial multivariate maps of K™ as a family with
invertible decomposition g, = g,lbg% 1 ..gﬁ, such that the knowledge of the com-
position of g7, allows computation of g7, for O(n®) (s > 0) elementary steps. A

polynomial map g is stable if all non-identical elements of kind g*, ¢t > 0 are of the

same degree.
We construct a new family of stable elements with invertible decomposition.

This is the first construction of the family of maps based on walks on the bipartite
algebraic graphs defined over K, which are not edge transitive. We describe the
application of the above mentioned construction for the development of stream
ciphers, public key algorithms and key exchange protocols. The absence of edge
transitive group essentially complicates cryptanalysis.

1 Introduction

Post Quantum Cryptography could not use many security tools based on Number
Theory, because of the factorization algorithm developed by Peter Shor. This fact and
the fast development of Computer Algebra make multivariate cryptography (see [2]
and [5]) an important fiels of research. The Quantum Computer is a special random
computational machine. Recall that computation in the Turing machine can be for-
malised with the concept of finite automaton as a walk in the graph with th arrows
labelled by special symbols. Zandom computationéan be defined as a random walk in
the random graph. So, we are looking for the deterministic approximation of random
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graphs by extremal algebraic graphs. It is known that the explicit solutions for opti-
mization graphs have properties similar to random graphs. The probability of having
rather short cycle in the walking process on a random graph is zero. So, the special
direction of Extremal Graph Theory of the studies of graphs of the order v (the varia-
ble) without short cycles of maximal size (number of edges) can lead to the discovery
of good approximations for random graphs. In the paper we introduce the explicit
constructions of sequences of elements of the stable degree c for each commutative ring
K containing at least 3 elements and each ¢ > 2. Special cases of ¢ = 3 and ¢ = 2 were
obtained in [36] and [35]. We discuss the implementation of related key exchange and
public key algorithms. It is interesting that in the case of ¢ > 4, the use of special af-
fine bijections leads to sparse polynomial transformation with O(n?®) monomial terms.
These results are based on the construction of the family D(n,q) of graphs with large
girth (together with their generalisations D(n, K) where K is a commutative ring) and
the description of their connected components CD(n,q) (CD(n,K), respectively). The
existence of infinite families of graphs of large girth was proved by Paul Erdos’ (see
[1]). Together with the famous Ramanujan graphs introduced by G. Margulis [14] and
investigated in [9] the graphs C'D(n, q) are one of the first explicit constructions of such
families with an unbounded degree. The graphs D(n, q) were used for the construction
of LDPS codes and turbocodes which were applied in real satellite communications
([3] and further references), for the development of private key encryption algorithms
([22], [23]), the option to use them for public key cryptography was considered in [24],
[29] and in [28], where the related dynamic system was introduced. Notice, that many
applications of graph stable polynomial maps are connected with the development of
stream ciphers (see [6], [7], [8] for recent fast implementations and key exchange pro-
tocols (see [16], [17], [35], [36] and further references). The idea to use recurrencies in
the construction of public key based on the family of multivariate maps is considered
in [19].

Section 2 is devoted to the concept of multivariate family of stable map of the
increasing order with polynomial density and invertible decomposition. The ideas of
application of such families for the construction of key exchange protocols, private and
public keys are given there. The method of protection of large network of users based on
the special family of graph based maps was given in [39]. We describe its generalisation
in the case of general family of stable maps with invertible decompositions considered in
Section 3. Section 4 contains preliminaries on incidence structures and their polarities.
Section 5 is devoted to the graphs of large girth D(n, q), their generalisations D(n,K)
for the case of general commutative ring and special automorphisms of these graphs.

In Section 6 we introduce the algebraic technique of ¢ompressionof graphs D(n, K)
which allows to eliminate some variables and decreases the number of connected com-
ponents.

Notice that the first example of cubical family of stable multivariate maps was intro-
duced in [24], but the degree of members of this family was computed in [37]. A similar
family of degree 2 was introduced in [36]. Construction of the families of stable maps
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of the constant degree > 4 is not a difficult problem itself. It becomes an interesting
and practical task if we add the condition of existence of invertible decomposition. A
higher degree of stable encryption transformation corresponds to a better resistance to
linearisation attacks. In the case of the family of stable maps of unbounded degree, the
linearisation attacks are not feasible, but for the creation of efficient public rule one
needs polynomiality requirements on the density. The first example of such a family
was given in [38] (see also [39]). Section 7 is devoted to the method of construction
of new families of stable maps of polynomial density of bounded or unbounded degree
with invertible decomposition obtained from the graphs D(n,K) and corresponding to
them polarity graphs by the ¢ompression"method.

2 On the Concept of Multivariate Families of Stable Maps
and its Cryptographic Applications

Recall that Cremona group C(K™), where K is a commutative ring, is a totality of all
bijective polynomial transformations g of K” such that ¢! is also a polynomial map.
We say that the sequence g,,, n > 3, n — oo of polynomial bijective maps of free module
K™ over the commutative ring K is a sequence of stable degree if the degree of g, is
¢ = O(n) and each map of the kind ¢g¥ (iteration of g with itself in the Cremona group)
has a degree < ¢. We refer to the family g, € C(K™) as the family with invertible
decomposition if each g, is a composition of several elementary polynomial maps g,
i =1,2,...k, of K" such that their inverses can be computed for O(n®) elementary
steps, where s > 0 is a constant. We say that the sequence g,, € C(K") forms a family
of maps of the increasing order if the order |g,| is > ¢n for an independent positive
constant c. We refer to g, as a family of polynomial density if d(¢g") = O(n?) for an
independent constant .

The plainspace of the encryption algorithm (public or private) is K™, where K is the
chosen finite commutative ring.

We assume that each map g, from the stable family of polynomial density of the
increasing order is a composition of several elementary polynomial automorphisms g,
i =1,2,...k, of K" such that their inverses can be computed for O(n®) elementary
steps, where s > 0 is a constant. We refer to a family g,, with such decomposition as
a family of maps with invertible decomposition.

We create an encryption map h,, as a conjugation of g, with the special invertible
affine transformation 7 = 7,, (degree equals 1) of K. In the case of private keys both
correspondents Alice and Bob know the decompositions g, = glg2...g*", and the
family 7, of affine transformation.

For the creation of a public key encryption, Alice uses her knowledge on the de-
compositions g, = glg?...gF» and the family 7, and computes symbolically the
corresponding polynomial map h = 7 'g,7 of K® onto K" in its standard form
hi — hi(x1, o, ... ), ha = ho(x1, @2, ... Tpn)y- -y hpy = hy(x1, 29, ... 2,), where the
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monomial terms h; (i =1,2,...,n) are listed in the lexicographical order. The public
user, Bob has only the public rule h in the above written form.

Remark 1. Notice, that the family h,, is automatically the family of stable maps
of increasing order, but in the case of creating the public rule Alice needs special choice
of 7, for making public rules of polynomial density. As it follows from the definitions of
stable family, the inverse for h,, has a degree < deg(h,,). So, for resistance of public key
against linearisation attacks we need the conditions deg(h,) > cn and deg(h,)~! > cn,
where c is a positive independent constant.

The family of stable transformations h,, of the polynomial density and the incre-
asing order with the small constant degree k, can also be used as a base of the group
theoretical Diffie-Hellman key exchange algorithm for the Cremona group C(K") of all
regular automorphisms of K™. The specific feature of this method is that the order of
the base may be unknown for the adversary because of the complexity of its computa-
tion. The exchange can be implemented by the tools of Computer Algebra (symbolic
computations). The adversary can not use the degree of righthandside in * = d to
evaluate unknown z in this form for the discrete logarithm problem.

Remark 2. Notice, that for the practical use of Diffie - Hellman algorithms families
of stable maps h,, such that deg(h,) < ¢, where ¢ is a positive independent constant
have a serious preference. The property to be a family with invertible decomposition
is immaterial in the case of key exchange protocols.

Let 7 = 7,, n = 1,2,... be a family of affine maps and h,, be a general family of
nonlinear maps of polynomial density. We say that 7 makes a left (right) polynomial
shift for h,, if the sequence Th, (h,7, respectively) is also a family of polynomial
density. We may convert the encryption map h,, of private or public key algorithms
into the shifted map 7,h,, (hy,7,) if 7 makes left (right, respectively) polynomial shift
of nonlinear sequence. Notice, that the shifted stable family of maps is not usually
stable. If deg(h,) is bounded by the independent of n constant then each family of
affine maps 7, produces polynomial shift from the right and from the left.

2.1 Multivariate Private-Key Algorithm for Multiuser’s Network

Let Sy = (Bg, Jk), k =1,2,..., N be the pairs of users.

Alice provides each pair with the "seed” triple Cf, fs,, Dy, where Cy and Dy are
linear or affine transformations of the plainspace K™ of large order (like the maps
conjugated with the Singer cycles of the order ¢ — 1 in the case of K = F,) and
also gives them fgkl So, they can use the encryption map C fs, Di and decrypt with
D fs Ot

The pair (Jg, Bi) can take "quite close "primes p1, pa, ps (or pseudoprimes) numbers
to |Ckl, |Dk| and |fp,|. They use the Diffie-Hellman key exchange protocol for Z,,*
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and develop the collision triple h; € Z,,, i = 1,2,3. During the session they use the
encryption and decryption nonlinear maps C’]i” fgzD,}:?’ and Dk_,h?’ s :LQD,;}”.

Notice, that fs, is known to the trusted third party (Alice), but the triple hq, ho, hs
is an individual private password for Bob and Jennifer. There is no need to compute a
new encryption map symbolically, the users just apply DZE‘, fgi and C’,}CL ! consecutively
to the plainspace vector. During the next session of the key exchange Bob and Jennifer
can get a new triple h'; € Zj, *, 7 =1,2,3 and use the numbers Y = h;h; mod p; for the
modification of the multivariate encryption map. This approach leads to dependence
of the algorithm on the prehistory of communications.

The use of key exchange protocols as tools of protection against linearisation attacks
a standard one (see [2]).

2.2 Preliminaries on Graphs and Incidence Structures and their Polarities

The missing definitions of graph-theoretical concepts which appear in this paper can
be found in [1]. All graphs we consider are simple, i.e. undirected without loops and
multiple edges. Let V(G) and E(G) denote the set of vertices and the set of edges of
G, respectively. Then |V(G)] is called the order of G, and |E(G)] is called the size of
G. A path in G is called simple if all its vertices are distinct. When it is convenient,
we shall identify G with the corresponding anti-reflexive binary relation on V(G), i.e.
E(G) is a subset of V(G) x V(G) and write vGu for the adjacent vertices u and v
(or neighbours). The sequence of distinct vertices vy, ..., v, such that v;Gv;41 for
i =1,...,t —1is a pass in a graph. The length of a pass is a number of its edges.
The distance dist(u,v) between two vertices is the length of the shortest pass between
them. The diameter of the graph is the maximal distance between two vertices v and v
of the graph. Let C}, denote the cycle of length m, i.e. the sequence of distinct vertices
V1, ...,y such that v;Gv;41, ¢ = 1,...,m — 1 and v,,Gvy. The girth of a graph G,
denoted by g = ¢g(G), is the length of the shortest cycle in G. The degree of vertex v
is a number of its neighbors (see [1]).

The incidence structure is the set V with the partition sets P (points) and L (lines)
and the symmetric binary relation I such that the incidence of two elements implies
that one of them is a point and another onr is a line. We shall identify I with the
simple graph of this incidence relation (bipartite graph). If a number of neighbours of
each element is finite and depends only on its type (point or line), then the incidence
structure is a tactical configuration in the sense of Moore (see [15]).

The graph is k-regular if each of its vertices has a degree k, where k is a constant.

In the next section we reformulate the results of [10], [11] where the g-regular tree
was described in terms of equations over the finite field Fj.

Let us assume that Alice administers large a multi-user information system (e-
parlament, university quality support system, etc). The system is used by many pairs
(Jis B) , k=1,2,... of users (or groups of users, B and J stand for Bob and Jennifer).
Alice has to develop symmetric tools for communications of each pair of users (Ji, By)
involved in the activities of the information system.
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Alice makes a decision to work with a stable polynomial family g(n,K);, |J| = s of
the increasing order of polynomial density with the invertible decomposition g(n,K) =
g'(n,K)g%(n,K)...g" (n,K).

Additionally, she takes a family of bijective affine transformation 7 and 7 = 71~
and forms the left and right shifts of the family g(n,K) by the map 7 and 7. Let
f(n,K) = 71,,9(n,K)72,,. Alice has f(n,K)~! because of the existence of invertible

1

decomposition.

She gets the encryption map as a non-linear pseudopublic rule: 1 — f1(x1,z2,...,z,),
o = folX1,@a, .., &n), oo Xy = fo(X1,22,...,2,), where f; are the multivariable
polynomials from K[zy, za,...,zy].

2.3 Polarities of Incidence Structures and Related Polarity Graphs

Let P and L be disjoint sets, the elements of which we call points and lines, respec-
tively. A subset I of P x L is called an éincidence relation on the pair (P,L). The
incidence graph T of geometry (P, L,I) is defined to be the bipartite graph with the
vertex set P U L and the edge set {{p,l}|p € P,l € L, (p,l) € L}.

Let 7: PUL — P UL be a bijection for which the following holds:

(i) P =L and L™ = P,

(ii) for allpe P, 1 e L (I", p™) € I if and only if (p,1) € I,

(iii) 72 = 1.

We call such 7 a polarity of the incidence structure (P, L, I). Note that 7 induces
an automorphism of the incidence graph I of order 2, which interchanges the partition
sets P and L. We shall use the term "polarityand the notation "x"for the graph
automorphism as well.

We now define the polarity graph I'" of the structure (P,L,I) with the respect
to the polarity 7. It is the graph with the vertex set V(I'™) = P and the edge set
E(T™) = {{p1,p2}}Ip1,p2 € P,p1 # pa, (p1,p2") € I}

Finally, we call point p € P an absolute point of the polarity = provided (p, p™) in I.

Let N, denote the number of absolute points of 7.

Proposition 1. (see, for instance [13] and further references)
Let 7 be be a polarity of the finite incidence structure (P, L, I) and let T" and T'™ be
the correspondent incidence and polarity graphs.

(a) degp~ = degp~ — 1 if p is an absolute point of 7, and degp, = degp otherwise,

(b) [V(T)"| = 1/2[V(T)], |E(T™)| = |ET)| - Ny,

(¢) T contains a (2k + 1)-cycle, then T' contains a (4k + 2) cycle,

(d) If I'" contains a 2k-cycle, then I' contains two vertex disjoint 2k cycles C' and
C' such that C™ = C’. Consequently, if T" is 2k-cycle-free so is '™,

(e) The girth of the two graphs is related by g(I'™) > 1/2¢(T").
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3 On Graphs D(n,q), their Generalizations and Corresponding
Polarities

Let K be a commutative ring, and let P and L be two countably infinite dimensional
free modules over K. The elements of P will be called points and those of L lines. To
distinguish points from lines we use parentheses and brackets: If x € V', then (z) € P
and [z] € L. It will also be advantageous to adopt the notation for the coordinates of
points and lines introduced in [14]:

(p) = (pl;pll7p12;p217p22;p/227p237 LR 7pii7p;i7pi,i+17pi+1,i7 .. ')7 (1)

1] = [, lins oy Doy looy Uaoy logy - oo iy Lo Liir s L i - - )

We now define an incidence structure (P, L, I) as follows. We say the point (p) is
incident with the line [I], and we write (p)I[l], if the following relations between their
coordinates hold:

lin —pin=blp

lia —p12 = luups

lo1 = p21 = lipn

lii = pis = lipi—1, (2)

lii — i = lii—1p1

liit1 — Disit1 = L1

liv1,i — Pig1,i = lpiy
(The last four relations are defined for ¢ > 2.) This incidence structure (P, L,I) we
denote as D(K). We speak now of the incidence graph of (P, L, I), which has the vertex
set P U L and edge set consisting of all pairs {(p), [{]} for which (p)I][l].

For the case K = F,, where ¢ is a prime power, the graph D(q) = D(F,) was defined

in [10], for the general K see [21]|. It was shown that a graph in the graph D(q) is a

g-regular forest.
To facilitate notation in the future results, it will be convenient for us to define

p-1,0 =lo,—1 = p10 =lo1 =0, poo = loo = —1, pho = loo = 1, po,1 = p1, Lo = 11,
111 =111, P11 = p1,1, and to rewrite (1) in the form :

lis — pis = ipi—1
Ui — Py = lii-ap
liit1 — Piyie1 = lisp1
livii—piy1i = lp

fori =0,1,2,...
Notice that for ¢ = 0, the four conditions (1) are satisfied by every point and line,
and, for ¢ = 1, the first two equations coincide and give I;1 —p1,1 = Lip1.
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For each positive integer &k > 2 we obtain an incidence structure (Py, Lg, Ii) as
follows. First, P, and Ly are obtained from P and L, respectively, by simply projecting
each vector onto its k initial coordinates. The incidence I} is then defined by imposing
the first k—1 incidence relations and ignoring all others. For fixed ¢, the incidence graph
corresponding to the structure (Py, Ly, Ix) is denoted by D(k,q). It is convenient to
define D(1,q) to be equal to D(2,q). The properties of the graphs D(k,q) we are
concerned with are described in the following theorem.

Theorem 1. [10] Let ¢ be a prime power, and k > 2. Then:

(i) D(k,q) is a g-regular edge-transitive bipartite graph of the order 2¢* ;
(ii) for odd k, g(D(k,q)) > k + 5, for even k, g(D(k,q)) > k+ 4

We have a natural one to one correspondence between the coordinates 2,3,...,n,...
of tuples (points or lines) and equations. It is convenient for us to rename by i + 2
the coordinate which corresponds to the equation with the number ¢ and write [I] =
1,02, .. ln,.. ] and (p) = (p1,p2,- -, Pn,- - .) (line and point in "natural coordinates”).

Let n; be the map “deleting all coordinates with numbers > 7" from D(K) to D(i, K),
and 7; ; be map "deleting all coordinates with the numbers > ¢ "from D(j,K), j > ¢
into D(7,K).

The following statement follows directly from the definitions:

Proposition 2. (see, [10]) The projective limit of D(¢,K),n; ;, ¢ = oo is an infinite
graph D(K).

3.1 Invariants of Connected Components

Let us investigate the connected components of the graphs.

Let n > 6, t = [(n+2)/4], and let ©u = (w1, w11, , U, Uiy, Ut 141, U1, -+ ) DE &
vertex of D(n,K). (It does not matter whether u is a point or a line). For every r,
2<r<t, let:

T

ar = ap(u) = Z(uiiu;—i,r—i = Ui i1 Ur—ir—i—1) (4)
=0
and
a=a(u) = (az,as, - ,a) . (5)

In [11] and [12] the following statement was stated and proved.

Proposition 3. Let u and v be vertices from the same component of D(k, ¢g). Then
a(u) = a(v). Moreover, for any ¢t — 1 field elements x; € F,, 2 <t < [(k + 2)/4], there
exists a vertex v of D(k,q) for which:
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CL(’U) = (IQ, cee axt) = (‘r) . (6)
Corollary 1. Let us consider a general vertex:
= (L1, 01,1, 2,1, 812 5 Tiis Ty 4> Tig1i> Tijit 1, ), 1= 2,3, (7)

of the connected component C'D(n,K), which contains a chosen vertex v. Then, the
coordinates x; i, Tit1, Tit+1,i can be chosen independently as “free parameters” from
K and 7:21 could be computed successively as the unique solution of the equations

ai(x):ai(v),i:2,3,.... Il

The following statement was given in [13] for K = F, (see [28] for the case of general
commutative ring)

Proposition 4. The map 7 given by the close formula:

p" :[Pw, —P11,P21,P12, *Plgza —P22,---, *Pgi, —Diis Pi+1,is Pijit1s--- ]7 (8)
/

1" = (lox, =li1, 21, Ly —logs —log, - oy =iy —=lisy L1 iy liiens -+ )
is a polarity of D(2n,K). It preserves blocks of the equivalence relation 7.

Let RD(2n,K) be a regular folding graph corresponding to the parallelotopic polarity
7 induced on the vertices of the graph C'(2n,K), i. e. a graph of binary relation I’
such that p'I'p? for p',p? € P if and only if p1 o # pi o and p'Im(p?). If K is a finite
ring, then RD(2n,K) is a |K| — 1 - regular subgraph of polarity graph of D(2n,K) (see
[13] for K = F,, and )

Notice, that polarity m preserves blocks of the equivalence relation 7. It means that,
if points p; and py are in the same connected components of the graph RD(2n,K),
then a;(p1) = a;(p2) for i =2,3,...,t(2n).

4 On the Compressions of Graphs D(n,K) and Related
Polarity Graphs

Let us consider the following equivalence relation < on the vertices of the graphs
D(n,K) and RD(2n,K):

u< v if and only if a(u) = a(v).

As it was proven in [30] in the case of charK # 2 blocks of the above defined
equivalence relation are connected components of the graph D(n,K). In the case of
K = F5 and K = F} such blocks contain at least 2 connected component of the graphs
(see [21]).
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Let J = ji1,j2,.-.,7s, where 2 < j1 < jo,....js < [(n+ 2)/4]. Let T =
T.(K, J,b1,ba,...,bs) be the subset of all vertices v of D(n,K) satisfying the con-
ditions aj, (v) = b;, ¢ = 1,2,...,s. This is a disjoint union of several connected
components of the graph. Let C'D;(n,K) be the graph of the restriction of incidence
relation on the subset T'.

We define the compressed graph CD’;(n,K) of CD;(n,K) with the points:

(p) = (P1, P11, P12, D215 P22, Po2: D235 - - - + Diir Pis Piit 15 Pit1,is - - -) » 9)

and the lines:

(1] = [l1, lns Loy boas booy Uyoy logy oy iy Uiy L1y Lig 1 s - - ) (10)
without the coordinates pl; and I};, i € J. The incidence I’ is defined by the conditions
(1) without the equations I}, — pl;, = l; ;_1p1, 7 € J.

The expressions for I, (p};), ¢ € J in the remaining equations have to be
substituted by aj(l) = b — (=1)¢l, (a}(p) = a; — (—=1)°pl;), where e = 0
if the parameters l; (p};) appear as a sum of a;(1) (a;(p)), respectively) with
the coeflicient +1 and e = 1 in the opposite case (coeflicient is —1). As
it follows immediately from the definitions, the graph CD;(n,K) is an inci-
dence structure (P’,L',I'), where the varieties P’ and L’ are isomorphic to
K"=I7I. The compression procedure Ay is an isomorphism of CDj(n,K) onto
CD’(n,K) = A;(CDs(n,K)). In the case of a maximal possible J = {2,3,...,
t(n)} we write simply CD(n,K) and CD'(n,K) and use A instead of Aj.

Let p = (p1,0,p11,.--) and 1 = [lp1,l1,1,...] be a point and a line of one of the
graphs D(K),CD(K),CD;(n,K), D(n,K),CD(n,K). We refer to the first coordinates
p(p) = p1,0 of p and p(l) = lp1 of 1 as colours of point and line respectively. The
colouring p as above satisfies the parallelotopic property (see [21] or [23]), i. e. for
each vertex of the graph there is a unique neighbour of chosen colour. It is easy to see
that A is a colour preserving graph homomorphism, i. e. p(v) = p(As(v)).

Let I" be one of the graphs D(K), CD(K), CD’;(n,K), D(n,K), CD’'(n,K) with the
colouring p. We consider the operator N' 5 of taking the neighbour of vertex v (point
or line) of the colour 8 € K. It is clear that Ay NPv(K) 5 = NPK) A ;

Notice that the polarity 7 acts naturally on the vertices of CD;(2n,K). The in-
duced permutation is a polarity of this graph. So, we can consider a polarity graph
CD;™(2n,K) and a regular folding graph RD;(2n,K) .

Notice, that Ay maps TN P (T'N L) onto itself. Let M = M, be the operator of
taking the neighbour of colour « in the graph D™ (2n,K). We assume that M7 (v) = v if
v is an absolute point in the polarity graph. We denote by M/, the operator A;lj\/[aAJ
of taking the neighbour in C'D’’(2n,K). In particular, we introduce the operator M,
for the graph CD'™(2n,K).
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5 On Graph Based Families of Stable Maps of Increasing
Order

Let Lp p g, be the operator of taking the neighbour of point:

(p)**F2 = (P0,1,P1,15P1,2,P2,1, 02,2, P2.95 2,35 - - - » Diis Py is Pivit 1, Dik 1yis - --) 5 (11)
of a kind

2 = Brolin, las o, b2, yoylasy s ligs b gy liig1y i1, -] s (12)

where the parameters 111,01 2,012,022, ..,0;i,liiv1,lit1,4, ... are computed consequ-
ently from the equations in the definition of D(n,K) and all l;z for i = 2,3,... are
computed using the equation describing a connected component.

Similarly, Pp n,a, is the operator of taking the neighbour of line:

P = o, s ey b2y by o Lo it U g Lt - (13)

of a kind
(p)* = (pgﬁ_Q + Ok, P11, P12, D215 2,25 - -+ Diis Diis Piit 1, Dig 1yis -+ -) 5 (14)
where the parameters pi11, P12, P2,1, P2,2,---, Piji, Dii+1, Pi+1,i, --- are computed
consequently from the equations in definition of D(n,K) and all p; ; for i = 2,3, ... are

computed using the equation describing the connected component.
Given the vector:

(p)° = (P0,15 1,15 P1,2,P2,1, 02,25 Po.95 D235 - - - » Piis i i> Piik 1y Dik Lyis - - -) (15)

(of length n) let us take the elements a = (a1, aq,...,ax) and 8 = (B1, B2, ..., Bk)
from K* and the composition:

Fra,8=LDns Ppnci Lpn,gs Pones - LDn,g Doy, - (16)

Let us comnsider the restriction F’ of F,, o 3 onto the graph CD(n,K) which contains
all v, such that as(v) = by, a3(v) = ba, . ... It is clear that F”/ = A=1F'A is an operator
on the vertices of CD'(n,K)

Theorem 2. ([38], [39]) Independently of the choice of a = (ay, g, ..., a;) € K*
and 3 = (B1, Ba, ..., Bx) € K¥, the map F" = F)! ., g of free module K"~ L=22] of points
for the graph C'D’(n,K) is bijective map with degree |2+2]. O

Corollary 2. The maps F{L”a‘ﬂ, n = 2,3,... form a family of stable maps of

unbounded degree. O

Let us consider the restriction F} of F onto the graph CD;(n,K),
J = {j1,d2s 50} 2 < g1 < ja <. jis <#(n). Let FY = Ay A,

Corollary 3. The map Ff/naﬁ is a transformation of the point set K"~/ for
CD’(n,K) of the degree J. O
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Let K denote a commutative ring. The set @) of the ring K is the multiplicative
set of ring K, if it is closed under operation of multiplication (z,y € @ = z-y € Q)
and does not contain 0.

The following statement follows instantly from the results [32], [33].

Theorem 3. Let Q be a multiplicative subset of K. If each o; € Q, i € @ and
Bi—Bir1 €Q,i=1,2,...,k—1and 81 — Bx € Q. Then the order of F.’]’n,a’ﬁ is going
to oo when n — oo and arbitrary J. U

The following statement is announced in [38] (it is proven in [39]).

Proposition 5. Let F7(n,K) correspond to the strings o, ae,...q; and
B1, B2, ..., Bk, where k is an independent constant. Let us assume that this map is
written in standard form z; — F;(z1,22,...,2,), ¢ = 1,2,...,n. Then density of each

multivariate polynomial F; is O(n?)
From the statements of this section immediately follows

Corollary 4. The maps F/(n,K) for |J| > cn, where ¢ is an independent con-
stant, satisfying conditions of previous statement form a family of stable maps of the
unbounded degree and unbounded order with invertible decomposition and polynomial
density. (I

The following statement was proved in [37]

Proposition 6. Let N, (v) (N (v)) be an operator of taking a neighbour of vertex
v of the graph D(n, K) (CD’J(n, K), respectively) with the colour p(v) + «. For each
sequence «,Qs,...,q, such that o; # «a;41, 1 = 1,2,...,k — 1 the transformation
No,Noy, ..., No, is a cubical map.

The following statements can be deduced from theorem 2 and its corollaries.

Theorem 4. The transformation G;(n, k) = NJ N ... N/ is a stable map of
the degree O(n) of polynomial density with invertible decomposition. If cardinality
of J is an independent constant, then the degree of G ;(n,K) is also bounded by the

constant, which is independent of n. O

Remark 3. The inverse map for G;(n,K) is the transformation Gj(n,k) =
N’ N’ ...NY

—QET Qg1 Q"
The following statement is formulated in [32], [33].

Theorem 5. Let @ be the multiplicative set of a ring K. Let us assume that
a;tai1 €Qfori=1,2...  k—1and a1 +a, € Q. Then the order of transformation

Gy(n,k) = NJ NJ ...NZ increases to infinity with the increase of integer n. O
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5.1 Description of Special Maps given by the Pass in the Non-bipartite Graph

Let us use the automorphism 7 of the graph D(n,K) (n is even) given in the previous
section to define the polarity graph
Let us define the operators Np , 4 and Mp , 4 in the following way:

ND,”,’Y((Z)O,Dpl,l7p1,23p2,1;p2,27pl2723p2,37 ))=n
)

/
= (po,1 +7,21,1,T1,2,T2,1, 72,2, T 2,723, - - -

o : _ (7)
D,n,y((po,l7p1,1,p1,2>p2,17p2,2ap27zap2,37 L)) =
/
= (y, T1,1,%1,2, 22,1, 22,2, Lo 2, L2,3 - - )
where the parameters 21,1,T1,2,T2,1, 22,2, :17’272, 22,3, .- are computed

consequently from the equations in definition of a graph D(n,K) and y is the
function dependent on the first coordinate pg .

Given the first vertex (p)®) = (P0,1,P1,1,P1,2,P2,1,P2,2, P2, P2,3, - - -), we define the
pass in the graph I'" with an odd length:

) — )V = Mp .y (1)) — )P = Np oy (0)?) —
— (1)@ = Np s, (1)) — ()™ = Np e, (0) V) —

— (1) = Np s (0)) — ...

— () = Np . (1)) — () = Np s, (p)V).

(18)

Let H = H(n,a1,qs,...ak, 01, Ba, - . ., Bk, K) be the transformation, which maps the
starting point of the above written walk to its final point.

Let T = T,(K, J, a1, a, . ..,a5) be the subset of all points p of D(n,K) satisfying
the conditions aj, (v) = a;, a; € K,i=1,2,...,s. Ais the compression map of T onto
the set of points for CD’(n,KK), which is the set of vertices of CD""(n,K). Further
we restrict H onto T and consider the transformation H' = A='HA of the variety of
vertices of CD"" (n,K).

Theorem 6. Independently of the choice of a = (ay,as,...,a;) € KF and 8 =
(B1, B2, ..., Bk) € KF, the map H'(n,a, B) of free module KL of points for the

graph CD'™(n,K) is bijective map with a degree |2F2]. O

From the results of the previous section we got the following statements

Theorem 7. Let @ be a multiplicative subset of K. If each a; € @, i € @ and
Bi—Biy1€Q,i=1,2,....,k—1and 1 — Bx € Q. Then the order of H’(n,a, 3) goes
to co when n — oo and arbitrary J. O

Proposition 7. Let H’(n,K) correspond to the strings ai,aq,...a; and
081,82, ...,0k, where k is an independent constant. Let us assume that this map is
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written in the standard form x; — F;(z1,22,...,2,), ¢ = 1,2,...,n. Then density of
each multivariate polynomial F; is O(n?).

Notice, that the inverse map for H’(n,K) corresponds to the reverse walk in the
polarity graph.

Corollary 5. The maps H’(n,K) for |J| > cn, where c is an independent con-
stant, satisfying conditions of the previous statement from a family of stable maps of
unbounded degree and unbounded order with invertible decomposition and polynomial
density. 0

Let M,(v) (MJ(v)), a # 0 be an operator of taking neighbour of vertex v of the
graph RD(2n,K) (RD’J(Qn, K), respectively) with the colour p(v) + a. For each se-
quence ag,qg,...,q such that «; # a;41, ¢ = 1,2,...,k — 1, the transformation
MJ M ..M is a cubical map.

Theorem 8. The transformation S;(n,k) = Mile Z\/[('sz, .. 7M&]k is a stable map
of the degree O(n) of polynomial density with invertible decomposition. If cardinality
of J is an independent constant, then the degree of S;(n,K) is also bounded by the
constant which is independent of n. O

Remark 4. The inverse map for S;(n,K) is the transformation S;(n,k) =
M, M7, M

Theorem 9. Let () be a multiplicative subset of K. If each a; € Q, i € @) and
Bi —Pit1 € Q,1=1,2,...,k—1and f — Br € Q. Then the order of S (n,«, ) is
going to co when n — oo and arbitrary J. (]

Corollary 6. The maps S’;(n,K) for |J| > cn, where c is an independent constant,
satisfying the conditions of the previous statement from a family of stable maps of
unbounded degree and unbounded order with invertible decomposition and polynomial
density. U

6 An Example with Complexity Estimates

Let us consider the cryptosystem based on the family of stable maps of the incre-
asing order based on the polarity graph D™(2n,K). The advantage of this example
in comparison with D(n,K) based encryption is the absence of vertex transitive or
edge transitive automorphism group for the graph. Notice that the vertex set (the
plainspace) is K", If x and y are a pair of vertices such that x is an absolute point
and y is not, then there is no group automorphism which shifts x onto y. These facts
do not allow the usage of the group theoretical technique for cryptanalysis of related
cryptosystem.
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The key holder Alice choses the multiplicative subset @ of the ring K and the se-
quences o, s, ..., 0, @; € Q and B1,82,...,0k, Bi € Q , such that 8; — ;11 € @

for i = 1,2,...,k — 1 , where k is an independent of n constant. She chooses the
parameters dg, ds, . .., d{(n41)/2)+1 to work with the vertices v satisfying the equations
az(v) = d,a3(v) = ds,...,a[nt1)/21+1(V) = d[(n+1)/21+1 to make the compression of

this block for the equivalence relation 7.
She generates the map H’ on K?"~[("+1)/2] described in the previous section in the
standard form:

x1 = f1(z1, 22, ..., 2q)
xo = fo(z1,22,...,2q) o)
Ld _>fd(-'15]_,$2, .. -,$d>

where d = 2n — [(n +1)/2].

The time of generation of H’ is comparable with that of stable map related to
D(2n,K) (see tables with the time estimates in [4]). Alice takes the monomial trans-
formation 71 of the kind z; — [;x;, where [; are regular elements of the ring for
i =1,2,...,d and the invertible affine transformation x — xA + b, where A is the
matrix of invertible affine transformation of K¢ and b is a chosen vector.

She forms the composition G = 71 H' 5 in the standard form:

1 —>g1(l‘1,$€2, ... ,.’I:d)
o —ga(x1, T2, ..., Tq)
(20)
g —ga(x1, T2, ..., 2q) .
Notice that the total number of monomial expressions in f;, i = 1,2,...,d is O(n%).

The linear transformation 71 does not change the number of monomials. The compo-
sition with the affine transformation 7o from the right can increase the total number
of transformations in n times. So, the total number of monomials from all g; can be
estimated as O(n®). It means that the computation of value of G in a given point x
can be done in the polynomial time. Thus, Alice may present the map G for the public
user (Bob). Each monomial costs O(n) elementary operations to compute.

So, Bob may compute the value of the public rule in time O(nf).

Notice, that Alice may use the decomposition of H' of the kind:

Nﬁl N11,0+061N[32N961,0+a1+02 s NﬁkN11,0+al+a2+~~-+Oék (21)

and compute the inverse walks corresponding to N~! for the time O(n).
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